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Introduction
The Report on Internal Control gives details of the institution’s internal control activities during the past
financial year and describes its systems for measuring, monitoring, managing and disclosing the risks to
which it is exposed.
The items listed below are given for illustrative purposes based on their relevance to the institution’s
activities and organisational structure. The institution should also provide whatever information is needed
to enable the reader of the report to understand how the internal control system operates and to assess the
risks actually borne by the institution.
This document is based on a ‘combined’ version of the reports prepared in accordance with Articles 42, 43
and 43-1 of Regulation 97-02. Institutions that wish to do so may continue to submit separate reports,
provided that the reports cover all of the points listed below.
The Report on Internal Control should include the most recent internal management reports on risk exposure
that have been provided to the institution’s decision-making body and, where applicable, to its audit
committee.
Moreover, the documents examined by the institution’s decision-making body in the course of its review of
the conduct and results of internal control, in accordance with Article 39 of Regulation 97-02, should be sent
promptly to the Secretary General of the Autorité de contrôle prudentiel (SGACP), without waiting for the
corresponding extracts from the minutes of the meetings at which they were reviewed. Those extracts should
be sent to the SGACP as soon as they are available.
N.B.: If the institution is supervised on a consolidated basis, or is subject to supplementary supervision for
financial conglomerates, the reports on internal control shall include information on how internal control is
applied to the group as a whole or to the conglomerate. If the subsidiary’s internal control system is fully
integrated into the system of the group, it is not necessary to submit a report on the organisation of internal
control in that subsidiary. However, the systems for risk measurement, monitoring and management should
be described for each supervised institution.
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1. Overview of business conducted and risks incurred by the institution
1.1. Description of business conducted
–

General description of business conducted;

–

For new activities:
•
A detailed description of any new activities conducted by the institution in the past year (by business
line, geographical region, and subsidiary);
•
an overview of the procedures established for these new activities;
•
a description of the internal control for the new activities;

–

a description of any major changes in organisation or human resources, and of any significant projects
launched or conducted during the past year.

1.2. Presentation of the main risks generated by the business conducted by the institution
–

description, formalisation and updating of the institution’s risk mapping;

–
–

a description of measures taken to manage the risks mapped;
a presentation of quantitative and qualitative information on the risks described in the summary reports
sent to the executive body, the decision-making body, and (where appropriate) to the risk committee and
the audit committee, specifying the scope of the measures used to assess the level of risk incurred and to
set risk limits (Article 37 of Regulation 97-02).

2. Significant changes made in the internal control system
If there have been no significant changes in the internal control system, the institution may provide a general
description in an annex or provide a copy of the internal control charter in force.
2.1. Changes in permanent control (including the organisation of internal control of foreign
business and outsourcing)
–

a description of significant changes in the organisation of permanent control, including the main actions
planned in relation to internal control (Article 42(1)(f) of Regulation 97-02); specify in particular the
identity, the hierarchical and functional position of the person in charge of permanent control and any
other functions exercised by this person in the institution or in other entities in the same group;

–

a description of significant changes in the organisation of the compliance control system; specify in
particular the identity, the hierarchical and functional position of the person in charge of compliance and
any other functions exercised by this person in the institution or in other entities in the same group;

–

a description of the significant changes in the organisation of the anti-money laundering and combating
the financing of terrorism (AML/CFT) system; specify in particular the identity, the hierarchical and
functional position of the person in charge of the AML/CFT system;

–

a description of significant changes in the organisation of the risk management division; specify in
particular the identity, the hierarchical and functional position of the person in charge of the risk
management division and any other functions exercised by this person in the institution or in other
entities in the same group;

2.2. Changes in periodic control procedures (including the organisation of internal control of
foreign business and outsourcing)
–

identification and hierarchical and functional position of the person in charge of periodic controls;

–

main initiatives planned in the area of periodic controls (audit plan, etc., see Article 42(1)(f) of
Regulation 97-02).
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3. Governance
3.1. Involvement of management bodies in internal control
3.1.1

Procedures for reporting to the decision-making body

–

what procedures exist for reporting to the decision-making body on measures taken to control
outsourced activities and associated risks (Article 39(c) of Regulation 97-02)?

–

what procedures exist for reporting to the decision-making body on compliance with limits, when the
decision-making body was not involved in setting those limits (Article 39, Paragraph 6 of Regulation
97-02)?

–

what procedures exist for reporting to the decision-making body, and (where applicable) to the central
body, on significant incidents as defined in Article 17-ter (Article 38-1 of Regulation 97-02)?

–

what procedures exist for reporting to the decision-making body on significant anomalies detected by
the system for monitoring and assessing AML/CFT, and on any shortcomings in this system (Article 381 of Regulation 97-02)?

–

has the decision-making body (or the audit committee) requested the head of the risk management
division to report on the exercise of his duties? If so, on what subjects (Article 11-8 of Regulation 9702)?

–

what procedures exist for reporting to the Audit Committee, by the persons responsible for periodic
controls, of any failures to carry out corrective measures that have been ordered (Article 9-1(b) of
Regulation 97-02)?

–

what findings from controls have been brought to the attention of the decision-making body, and in
particular any shortcomings identified, along with the corrective measures ordered?

3.1.2

Procedures for reporting to the executive body

–

what procedures exist for reporting to the executive body on significant incidents as defined in Article
17-ter (see Article 38-1 of Regulation 97-02)?

–

what procedures exist for reporting to the executive body on significant anomalies detected by the
system for monitoring and assessing AML/CFT, and on any shortcomings in this system (Article 38-1
of Regulation 97-02)?

–

what procedures exist allowing the risk management division to report to the executive body on the
exercise of its duties?

–

what procedures exist allowing the head of the risk management division to provide a warning of any
situation that could have significant repercussions on risk management (Article 11-8 of Regulation 9702)?

3.1.3
–

Measures taken by the management bodies

a description of the measures taken by the executive body and the decision-making body to verify the
effectiveness of internal control systems and procedures.

3.1.4

Processing of information by management bodies

–

dates on which the decision-making body reviewed the activities and results of the internal control
system for the past year;

–

as part of the decision-making body’s review of significant incidents revealed by internal control
procedures, the main shortcomings noted, the conclusions drawn from their analysis, and the measures
taken to correct them (Article 39, Paragraph 1 of Regulation 97-02).

3.2. Compensation policies and practices (including for foreign subsidiaries and branches)
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This section may be treated in a separate report.
3.2.1

Governance of compensation policies

–

a description of the decision process for establishing compensation principles (procedures and date of
adoption, implementation date, and review procedures) and. where necessary, the identity of external
consultants whose services have been used to establish compensation policies (Article 43-1, Paragraph 1
of Regulation 97-02);

–

Composition, mandate, and responsibilities of the Compensation Committee.

3.2.2

Main features of compensation policies

–

a description of the institution’s compensation policies (Article 43-1, Paragraph 2 of Regulation 97-02),
including:
•
criteria used to measure performance and to adjust compensation for risk;
•
criteria for defining the link between compensation and performance;
•
policies concerning deferred compensation;
•
policies concerning guaranteed compensation;
•
criteria for determining the ratio of cash compensation to other forms of compensation.

–

a description of compensation policies for personnel responsible for validating and checking
transactions (Articles 7 and 31-4 of Regulation 97-02).

–

the procedures for taking all risks into account in setting the basis for variable compensation, including
the liquidity risk inherent in the activities concerned and the capital needed to cover the risks incurred
(Article 31-3 of Regulation 97-02).

3.2.3

Disclosures concerning the compensation of the members of the executive body and of persons
whose professional activities have a significant impact on the institution’s risk profile (Article 431- 3° of Regulation 97-02)

Please specify:
–

the categories of staff concerned;

–

the overall amount of compensation for the year, with a breakdown of fixed versus variable
components, and the number of beneficiaries. As regards this information, please also provide a
breakdown by area of activity;

–

the overall amount and type of variable, broken down between cash compensation, compensation in
shares or asset-backed securities, and other forms of compensation. Please also specify the acquisition
period or the minimum holding period for securities (Article 31-4-4° of Regulation 97-02);

–

the overall amount of deferred compensation with a breakdown between paid and unpaid compensation
(Article 31-4, Paragraph 2 of Regulation 97-02);

–

the overall amount of deferred compensation awarded during the year, paid or reduced, after adjustment
for performance;

–

bonuses for new hires and termination indemnities and the number of beneficiaries;

–

guaranteed termination indemnities granted during the year, the number of beneficiaries, and the largest
amount granted to a single beneficiary.

3.2.4

Transparency and control of compensation policies

–

the procedures for verifying that compensation policies are consistent with risk management objectives;

–

the procedures for disclosing information on compensation policies and practices.
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4. Results of periodic controls conducted during the year (including foreign
business and outsourcing)
–

risks and/or entities that have been subject to a periodic controls during the year;

–

main shortcomings observed;

–

measures taken to correct the shortcomings observed, the expected date for carrying out these measures,
and the state of progress in implementing them as at the date of this Report was drafted;

–

the procedures for following up on the recommendations generated by periodic controls (tools, persons
in charge) and the results of that follow-up;

–

Investigations conducted by the inspection unit of the parent entity and by external institutions (external
agencies, etc.), summaries of their main conclusions, and details on the decisions taken to correct any
identified shortcomings.

5. Inventory of transactions with senior managers and principal shareholders
(as defined in Article 6-ter of Regulation 90-02)
Attach an annex providing:
–

the characteristics of commitments for which a deduction has been made from regulatory capital:
the identity of the beneficiaries, type of beneficiary (natural or legal person, shareholder or senior
manager), type of commitment, gross amount, deductions (if any), risk weight, date of assignment and
expiry date;

–

the nature of commitments to principal shareholders and senior managers for which a deduction
has not been made from regulatory capital due either to the date on which the commitment was made
or the rating or score assigned to the beneficiary of the commitment. However, it is not necessary to
mention commitments whose gross amount does not exceed 3% of the institution’s capital.

6. Process for assessing the adequacy of internal capital
This section is not mandatory for institutions that are included in a consolidation and that are exempted from
satisfying management ratios on a solo or sub-consolidated basis.
–

a description of the systems and procedures for determining the amount and distribution of internal
capital that corresponds to the nature and level of the risks to which the institution is exposed (with
particular emphasis on risks that are not taken into account in Pillar 1), communication of the results
obtained, and comparison with regulatory requirements;

–

internal control procedures for verifying that these systems and procedures remain appropriate for the
institution’s risk profile;

–

stress tests to assess the adequacy of internal capital: a description of the assumptions and
methodologies used, and summary of the results obtained.

7. Compliance risk (excluding the risk of money laundering and terrorist
financing)
NB: Items relating to consumer protection rules are covered in Section 20.
7.1. Training provided to staff on compliance control procedures, and prompt dissemination to
staff of information on changes in the provisions that apply to the transactions they carry out
7.2. Assessment and control of reputational risk
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7.3. Other compliance risks (including compliance with banking and financial ethics codes)
7.4. Description of main malfunctions identified during the year
7.5. Results of permanent control on compliance risk
–

main shortcomings observed;

–

measures taken to correct the shortcomings observed, the expected date for carrying out these measures,
and the state of progress in implementing them as at the date this Report was drafted;

–

the procedures for following up on the recommendations generated by permanent control (tools, persons
in charge, etc.);

–

the procedures for verifying that the corrective measures ordered by the institution have been carried out
by the appropriate persons in a reasonable period of time (Articles 5(f) and 9-1(a) of Regulation 97-02).

8. Money laundering and terrorist financing risk
8.1. Risk classification (AML/CFT)
–

a description, formalisation, updates, and presentation of the analyses on which the classification is
based.

8.2. Procedures (AML/CFT)
–

a description, formalisation and date(s) of updates to the procedures on which the AML/CFT system is
based, mentioning significant changes during the year in the procedures for:
•
identifying new customers and actual beneficiaries;
•
identifying occasional customers;
•
satisfying ‘Know Your Customer’ requirements;
•
procedures for bringing existing customer files into compliance with continuous due diligence
requirements.

–

a description of procedures for implementing reduced, complementary and enhanced due diligence
requirements;

–

a description of procedures for implementing requirements relating to funds transfers (as payment
service provider for the payer, intermediary payment service provider, or payment service provider for
the beneficiary);

–

where applicable, the procedures for dissemination within the group of information needed to organise
the combat against money laundering and terrorist financing: a description of procedures for the
exchange of information on the existence and contents of AML/CFT reporting;

–

the procedures for defining criteria and materiality thresholds for AML/CFT anomalies.

8.3. Results of permanent control on money laundering and terrorist financing risk
–

main shortcomings observed;

–

measures taken to correct the shortcomings observed, the expected date for carrying out these measures,
and the state of progress in implementing them as at the date this Report was drafted;

–

the procedures for following up on the recommendations generated by permanent control (tools, persons
in charge, etc.);

–

the procedures for verifying that the corrective measures ordered by the institution have been carried out
by the appropriate persons in a reasonable period of time (Articles 5(f) and 9-1(a) of Regulation 97-02).
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8.4. Main shortcomings observed by national and foreign control authorities, and corrective
measures ordered

9. Credit risk
NB: For investment services providers (ISP), the special case of transactions using the deferred settlement
service (service de règlement différé – SRD) is covered in this section, with information on the set of
customers for which this type of order is authorised, the limits set, and the management of risk (initial
margin, maintenance margin, monitoring of extensions, provisioning of non-performing loans).
9.1. Loan approval procedures
–

predefined loan approval criteria;

–

factors used in analysing the expected profitability of loans at the time of approval: methodology,
variables considered (loss rates, etc.);

–

a description of the loan approval procedures, including where appropriate any delegations;

–

policy for approving housing loans granted to French customers, in particular criteria regarding
repayments as a percentage of borrowers’ disposable income, loan-to-value ratios and loan maturities.

9.2. Systems for measuring and monitoring risk
–

general description of exposure limits – by beneficiary, by associated debtors, etc. (specify the size of
the limits in relation to capital and earnings);

–

the procedures and frequency for reviewing credit risk limits (specify the date of the most recent
review);

–

any breaches of credit risk limits observed during the past year (specify their causes, the counterparties
involved, the size of the overall exposure, the number of breaches, and their amounts);

–

the procedures for authorising credit risk limit breaches;

–

measures taken to rectify credit risk limit breaches;

–

identification, staffing levels, and hierarchical and functional position of the unit charged with
monitoring and managing credit risk;

–

the procedures for analysing the quality of loans and associated guarantees, and the frequency of the
analysis; specify any exposures whose internal credit rating has changed, along with loans classified as
non-performing or written down; specify any adjustments in the level of provisioning; give the date on
which this analysis was conducted in the past year;

–

the procedures for analysing the risk of loss on leased assets (financial leasing) and the frequency of the
analysis;

–

the procedures for updating and reviewing loan files, the frequency of review, and the results of the
analysis (at least, for counterparties whose loans are overdue, non-performing or impaired, or who
present significant risks or exposure volumes);

–

distribution of exposures by risk level (Articles 18 and 39 of Regulation 97-02);

–

the procedures for reporting to the executive body on the level of credit risk (using summary tables);

–

factors considered in analysing changes in margins, in particular for loan production for the past year:
methodology, variables analysed, results;
•
provide details on the calculation of margins: earnings and expenses taken into account; if lending
needs to be refinanced, indicate the net borrowing position and the refinancing rate; if there are gains
from investing capital allocated to lending, specify the amount and the rate of return;
•
identify of the different loan categories (such as retail loans and housing loans) or business lines for
which margins are calculated;
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•

highlight trends in outstandings (at year-end and intermediary dates) and, where appropriate, in loan
production for the past year.

–

the procedures used by the executive body to analyse the profitability of lending activities, the
frequency of the analyses, and their results (specify the date of the most recent analysis);

–

the procedures used to report to the decision-making body on the institution’s credit risk exposure, and
the frequency of these reports (attach the most recent management report produced for the decisionmaking body).

–

the procedures used to monitor housing loans granted to French customers.

9.3. Concentration risk
9.3.1

Concentration risk by counterparty

–

tool for monitoring concentration risk by counterparty:
any aggregate measures defined, description
of the system for measuring exposures to the same beneficiary (including details on procedures used to
identify associated beneficiaries, (establishment of a quantitative threshold above which such measures
are systematically implemented, etc.); use of the transparency approach notably for exposures to mutual
funds, securitisations or refinancing of trade receivables (factoring, etc.) and the inclusion of credit risk
mitigation techniques), procedures for reporting to the executive body;

–

system for limiting exposure by counterparty: general description of the system for setting limits on
counterparties (specify their level in relation to capital and earnings), the procedures for reviewing
limits and the frequency of these reviews, any breaches of limits reported, and the procedures for
involving the executive body in setting and monitoring limits;

–

Amounts of exposures to main counterparties;

–

conclusions on the institution’s exposure to concentration risk by counterparty.

9.3.2

Sectoral concentration risk

–

tool for monitoring sectoral concentration risk: any aggregate measures defined, description of the
system for measuring exposures in the same business sector, and procedures for reporting to the
executive body;

–

system for limiting exposure by business sector: a general description of the system for setting limits on
sectoral concentrations (specify their level in relation to capital and earnings), the procedures for
reviewing limits and the frequency of these reviews, any breaches of limits reported, and the procedures
for involving the executive body in setting and monitoring limits;

–

distribution of exposures by sector;

–

conclusions on the institution’s exposure to sectoral concentration risk.

9.3.3

Geographical concentration risk

–

the tool for monitoring geographical concentration risk: any aggregate measures defined, description of
the system for measuring exposures in the same geographical region, and procedures for reporting to the
executive body;

–

the system for limiting exposure by geographical region: a general description of the system for setting
limits on geographical concentrations (specify their level in relation to capital and earnings), the
procedures for reviewing limits and the frequency of these reviews, any breaches of limits reported, and
the procedures for involving the executive body in setting and monitoring limits;

–

distribution of exposures by geographical region;

–

conclusions on the institution’s exposure to geographical concentration risk.

9.4. Requirements relating to the use of internal rating systems to calculate capital requirements
for credit risk
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–

back-testing and comparisons with external data to ensure the accuracy and consistency of internal
rating systems, including the methodologies and parameters used;

–

the contents and frequency of the permanent control and periodic controls conducted on internal rating
systems;

–

a description of the ‘use test’ to internal rating systems: the actual use of the parameters generated by
the internal rating system in loan approval, loan pricing, loan collection, risk monitoring, provisioning,
allocation of internal capital, and corporate governance (including the preparation of management
reports for the executive and decision-making bodies);

–

the procedures for involving the executive body in designing and updating internal rating systems:
including approval of methodologies, ensuring a sound command of the design and operation of the
system, and monitoring their operation.

9.5. Risks associated with securitisations
–

a presentation of the institution’s securitisation and credit risk transfer strategy;

–

A presentation of the internal policies and procedures put in place to ensure, before investing, that there
is detailed knowledge of securitisation exposures and that institutions comply with the requirement to
retain 5% of the net economic interest when acting as originator, sponsor or original lender;

–

the procedures for assessing, monitoring and controlling the risks associated with securitisations (in
particular, an analysis of their economic substance), for originators, sponsors or investors including via
stress tests (assumptions, frequency, consequences).

9.6. Intraday credit risk
Risk incurred in the business of custody by institutions that grant loans to their customers, in cash or
securities, during the course of the day to facilitate the execution of securities transactions 1.
–

a description of the institution’s policies for managing intraday credit risk; description of limits
(procedures for setting and monitoring limits);

–

a presentation of the system for measuring exposures and monitoring limits on an intraday basis
(including the management of any breaches of limits);

–

the procedures for granting intraday credit;

–

the procedures for assessing the quality of collateral;

–

a description of the procedures for reporting to the executive and decision-making bodies;

–

conclusions on risk exposure to intraday credit risk.

9.7. Results of permanent control of credit activities
–

main shortcomings observed;

–

measures taken to correct the shortcomings observed, the expected date for carrying out these measures,
and the state of progress in implementing them as at the date this Report was drafted;

–

the procedures for following up on the recommendations generated by permanent controls (tools,
persons in charge, etc.);

–

the procedures for verifying that the corrective measures ordered by the institution have been carried out
by the appropriate persons in a reasonable period of time (Articles 5(f) and 9-1(a) of Regulation 97-02).

9.8. Risks associated with the use of credit risk mitigation techniques
Attach an annex providing:

1

Intra-day credit risk also covers overnight credit risk for transactions settled during the night.
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–

a description of the system for identifying, measuring and monitoring the residual risk to which the
institution is exposed when it uses credit risk mitigation techniques;

–

a general description of the procedures for ensuring, when credit risk mitigation instruments are put in
place, that they are legally valid, that their value is not correlated with that of the mitigated exposure,
and that they are properly documented;

–

a presentation of the procedures for integrating the credit risk associated with the use of credit risk
mitigation techniques in the overall credit risk management system;

–

a description of stress tests conducted on credit risk mitigation techniques (including the assumptions
and methodologies used and the results obtained).

9.9. Stress testing of credit risk
Attach an Annex describing the assumptions and methodologies used (including the procedures for
considering contagion effects in other markets) and summarising the results obtained.
9.10. Overall conclusions on credit risk exposure

10. Market risk
A description of the institution’s policies on proprietary trading:
10.1. System for measuring market risk
–

booking market transactions; calculation of positions and results (specify the frequency);

–

comparisons between risk-management and accounting results (specify the frequency);

–

assessment of the risks arising from positions in the trading book (specify the frequency);

–

the procedures for capturing different components of risk (particularly for institutions with high trading
volumes that use an aggregate risk measure);

–

the scope of risks covered (business lines and portfolios; within establishments in different geographical
areas).

10.2. System for monitoring market risk
–

identification, staffing levels, and hierarchical and functional position of the unit charged with
monitoring and managing market risk;

–

controls conducted by that unit, and in particular regular control of the validity of the tools for
measuring aggregate risk (back-testing);

–

a general description of limits set for market risk (specify the level of limits, by type of risk incurred, in
relation to capital and earnings);

–

the frequency with which limits on market risk are reviewed (indicate the date of the most recent review
during the past year); identity of the body responsible for setting limits;

–

the system for monitoring procedures and limits;

–

any breaches of limits noted during the past year (specify their causes, the number of breaches, and
their amounts);

–

the procedures for authorising such breaches and the measures taken to regularise them;

–

the procedures for reporting on compliance with limits (frequency, recipients);

–

the procedures, frequency and conclusions of the analysis provided to the executive body on the results
of market activities (specify the date of the most recent analysis) and on the level of risk incurred,
including the amount of internal capital allocated;
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•

–

attach a copy of the documents provided to the executive body that enable it to assess the risk
incurred by the institution, in particular in relation to its capital and earnings;

the procedures, frequency and conclusions of the analysis provided to the decision-making body on the
results of market activities (specify the date of the most recent analysis) and on the level of risk
incurred, including the amount of internal capital allocated.

10.3. Results of permanent control of market risk
–

main shortcomings observed;

–

measures taken to correct the shortcomings observed, the expected date for carrying out these measures,
and the state of progress in implementing them as at the date this Report was drafted;

–

the procedures for following up on the recommendations generated by permanent controls (tools,
persons in charge, etc.);

–

the procedures for verifying that the corrective measures ordered by the institution have been carried out
by the appropriate persons in a reasonable period of time (Articles 5(f) and 9-1(a) of Regulation 97-02).

10.4. Stress testing of market risk
For institutions that use their internal models to calculate capital requirements for market risk, attach an
annex describing the assumptions and methodologies used and summarising the results obtained.
10.5. Overall conclusions on exposure to market risk

11. Operational risk
A general description of the overall framework for managing operational risk (specify the scope in terms of
entities and transactions covered, the roles of the executive and decision-making bodies, and the division of
responsibilities for managing operational risk).
11.1. Identification and assessment of operational risk
–

a description of the types of operational risk to which the institution is exposed;

–

a description of the system for measuring and monitoring operational risk (specify the method used to
calculate capital requirements);

–

a general description of the reports used to measure and manage operational risk (specify in particular
the frequency of reporting and recipients of the reports, the areas of risk covered, and the use of early
warning indicators to signal potential future losses;

–

documentation and communication of the procedures for monitoring and managing operational risk;

–

a description of the specific procedures for managing the risk of internal and external fraud, as defined
in Annex IV of the Order of 20 February 2007 (Article 4(j));

–

for institutions using an advanced measurement approach, a description of the methodology used
(including the factors related to internal control and to the environment in which they operate) and any
changes in methodology made during the course of the year;

–

a general description of any insurance techniques used.

11.2. Integration of the system for measuring and managing operational risk in the permanent
control system
–

a description of the procedures for integrating operational risk monitoring into the permanent control
system;

–

a description of the main operational risks observed during the course of the year (settlement incidents,
errors, fraud, etc.) and the attendant conclusions drawn.
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11.3. Business continuity plans
–

objectives of business continuity plans, definitions and scenarios used, overall architecture
(comprehensive plan versus one plan per business line, overall consistency in the case of multiple
plans), responsibilities (names and positions of the officers responsible for managing and triggering
business continuity plans and for managing incidents), scope of business covered by the plans,
businesses assigned priority in the event of an incident, residual risks not covered by the plans,
timetable for implementing plans;

–

formalisation of procedures, general description of IT backup sites;

–

tests of business continuity plans (objectives, scope, frequency, results), procedures for updating plans
(frequency, criteria), tools for managing continuity plans (software and IT development), reporting to
senior management (on tests, and on any changes to systems and procedures);

–

audit of business continuity plans and results of permanents controls;

–

activation of the continuity plan(s) and management of incidents occurring during the course of the year
(for example, the H1N1 flu pandemic).

11.4. Security of IT systems
–

name of the person responsible for IT system security;

–

identification and reassessment of IT risk mapping;

–

objectives of IT security policy (in particular, the procedures for ensuring data integrity and
confidentiality, and the specific measures taken for online banking);

–

a description of permanent controls of the security level for IT systems, and the results of these controls.

11.5. Results of permanent controls on operational risk
–

main shortcomings observed;

–

measures taken to correct the shortcomings observed, the expected date for carrying out these measures,
and the state of progress in implementing them as at the date this Report was drafted;

–

the procedures for following up on the recommendations generated by permanent controls (tools,
persons in charge, etc.);

–

the procedures for verifying that the corrective measures ordered by the institution have been carried out
by the appropriate persons in a reasonable period of time (Articles 5(f) and 9-1(a) of Regulation 97-02).

11.6. Overall conclusions on exposure to operational risk

12. Accounting risk
12.1. Significant changes made in the institution’s accounting system
If there have been no significant changes in the accounting system, the institution may provide a general
description of the accounting system in an annex.
12.2. Results of permanents controls on accounting risk
–

main shortcomings observed;

–

measures taken to correct the shortcomings observed, the expected date for carrying out these measures,
and the state of progress in implementing them as at the date this Report was drafted;

–

the procedures for following up on the recommendations generated by permanent controls (tools,
persons in charge, etc.);
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–

the procedures for verifying that the corrective measures ordered by the institution have been carried out
by the appropriate persons in a reasonable period of time (Articles 5(f) and 9-1(a) of Regulation 97-02).

13. Interest rate risk in the banking book
–

a general description of the overall framework for managing interest rate risk (specify the scope in terms
of entities and transactions covered, the roles of the executive and decision-making bodies, and the
division of responsibilities for controlling interest rate risk).

13.1. Systems and methodologies for measuring and monitoring interest rate risk
–

a description of the tools and methodologies used to manage interest rate risk (specify the methods used
by the institution, such as static or dynamic gap analysis, sensitivity in terms of earnings, calculation of
net present value, the assumptions and results of stress tests, and the impact of changes in interest rate
risk on the institution’s business during the past year);

–

the behavioural assumption (specify their scope of coverage, main assumptions, and the treatment of
behavioural options and new loan production);

–

the impact on current net banking income of a uniform 200-basis-point shock over one year, and, where
appropriate, the impact on capital of a uniform 200-basis-point upward or downward shock, taking into
consideration only activities other than trading. Presentation of the assumptions used;
Annex 1 of this document provides an example, for institutions that do not have their own methodology,
of methods that could be used to calculate the consequences of a uniform shock of 200 basis points.

–

values of the indicators used by the institution to measure interest rate risk (specify the values of static
or dynamic gaps, the results of sensitivity analysis of earnings, calculations of net present value, and
stress tests).

13.2. System for monitoring interest rate risk
–

a general description of the limits set on interest rate risk (specify the nature and level of limits, for
example in terms of gaps, sensitivity in terms of capital or earnings, the date during the past year when
the limits were reviewed, and the procedure for monitoring breaches of limits);

–

a general description of reports used to manage interest rate risk (specify in particular their frequency
and recipients of reports).

13.3. Permanent control system for interest rate risk management
–

specify whether there is a unit responsible for monitoring and managing interest rate risk, and more
generally how this oversight is integrated into the permanent control system;

13.4. Results of permanent controls on interest rate risk
–

main shortcomings observed;

–

measures taken to correct the shortcomings observed, the expected date for carrying out these measures,
and the state of progress in implementing them as at the date this Report was drafted;

–

the procedures for following up on the recommendations generated by permanent controls (tools,
persons in charge, etc.);

–

the procedures for verifying that the corrective measures ordered by the institution have been carried out
by the appropriate persons in a reasonable period of time (Articles 5(f) and 9-1(a) of Regulation 97-02).

13.5. Overall conclusions on exposure to interest rate risk
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14. Intermediation risk for investment services providers
–

statements of the overall distribution of exposures by group of counterparties and by principal (by
internal rating, financial instrument, market, or any other criteria that is significant in the context of the
business conducted by the institution);

–

Information on risk management (security taken, margin calls on positions, collateral, etc.) and on the
procedures followed in the event of the failure of a principal (insufficient margin, refusal of the
transaction);

–

a general description of the system of exposure limits for intermediation risk – by beneficiary, by
associated debtors, etc. (specify the level of limits in relation to the transaction volume of the
beneficiaries and in relation to capital);

–

the procedures and frequency with which the limits on intermediation risk are reviewed (specify the date
of the most recent review);

–

any breaches of credit limits observed during the past year (specify their causes, the counterparties
involved, the size of the overall exposure, the number of breaches, their duration and their amounts);

–

the procedures for authorising such breaches and the measures taken to regularise them;

–

the factors analysed to assess the risk associated with the principal when taking an exposure
(methodology, data analysed);

–

a typology of the errors that have occurred in the past year in the acceptance and execution of orders
(methods and frequency of analysis conducted by the head of internal control, threshold set by the
executive body for documenting such errors);

–

results of permanent controls on intermediation risk;

–

main conclusions of the risk analysis conducted.

15. Settlement risk
–

a description of the system for measuring settlement risk (highlighting the various phases of the
settlement process and the treatment of new transactions in addition to pending transactions, etc.);

–

a general description of the settlement risk limits (specify the level of the limits, by type of counterparty,
in relation to the counterparties’ transaction volumes and in relation to capital);

–

the frequency with which settlement limits are reviewed (specify the date of the most recent review);

–

any breaches of limits noted during the past year (specify their causes, the number of breaches, and
their number, duration and amounts);

–

the procedures for authorising such breaches and the measures taken to regularise them;

–

an analysis of pending ‘fails’ (indicate their anteriority, their causes, and the action plan for clearing
them);

–

the results of permanent controls on settlement risk;

–

main conclusions of the risk analysis conducted.

16. Liquidity risk

NB: In accordance with Article 45 of Regulation 97-02, branches of institutions whose registered offices are
in another EU Member State, or in a country that is a member of the European Economic Area, should
provide a report on the measurement and supervision of liquidity risk.
–

a general description of the overall framework for managing liquidity risk (specify the scope of the
framework in terms of entities and transactions, the role of the executive and decision-making bodies,
and the division of responsibilities for managing liquidity risk);
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–

a description of financing sources (specify the various financing channels, their amounts, maturities, and
main counterparties).

16.1. Tools and methodologies for measuring and monitoring liquidity risk
–

a description of the tools and methodology used to manage liquidity risk (specify the assumptions
adopted to estimate the indicators used by the institution);

–

information on deposits and their diversification (in terms of the number of depositors);

–

the stress scenarios used to measure the risk incurred in the event of large variations in market
parameters (indicate the assumptions used, the frequency with which they are reviewed, and the process
for validating them; summarise the results of the stress tests and the procedures for reporting them to the
decision-making body);

–

main conclusions of the analysis of the risk incurred in the event of large variations in market
parameters;

–

a description of contingency plans to deal with a liquidity crisis (the plan should cover the institution’s
funding risk, the risk that market liquidity will dry up, and the interactions between the two risks).

16.2. System for monitoring liquidity risk
–

a general description of the limits on liquidity risk (specify the level of the limits by type of business
and by type of counterparty, in relation to the counterparties’ transaction volume and in relation to
capital);

–

the frequency with which limits on liquidity risk are reviewed (specify the date of the most recent
review);

–

any breaches of limits noted during the past year (specify their causes, the number of breaches, and
their amounts);

–

the procedures for authorising such breaches and the measures taken to regularise them;

–

a general description of the reports used to manage liquidity risk (including their frequency and
recipients);

–

a description of incidents occurring in the past year.

16.3. Permanent control system for liquidity risk management
–

presentation of the control environment for liquidity risk management (specify the role of permanent
control).

16.4. Additional liquidity risk management systems implemented by investment services providers
that guarantee completion
–

a description of the different instruments covered and of each settlement system used, identifying the
various phases of the settlement process;

–

the procedures for monitoring cash and securities flows;

–
–

the procedures for monitoring and treating ‘fails’;
the procedures for measuring funding sources, securities and cash that can easily be transferred to
ensure that exposures to counterparty can be covered.

16.5. For credit institutions (and branches of credit institutions whose registered office is in a
foreign country)
– an analysis of trends in cost and liquidity indicators during the year;
–

institutions using the Standard Approach for liquidity risk should provide an annex to their Internal
Control Report which includes:
•
a description of the characteristic and assumptions used to construct a projected cash-flow table, and
any changes in these characteristics and assumptions made during the year;
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•

–

an analysis of liquidity gaps in the cash flow tables during the year.

institutions using the Advanced Approach for liquidity risk should describe the assumptions used to
constitute the stock of liquid assets.

16.6. Results of permanent controls on liquidity risk
–

main shortcomings observed;

–

measures taken to correct the shortcomings observed, the expected date for carrying out these measures,
and the state of progress in implementing them as at the date this Report was drafted;

–

the procedures for following up on the recommendations generated by permanent controls (tools,
persons in charge, etc.);

–

the procedures for verifying that the corrective measures ordered by the institution have been carried out
by the appropriate persons in a reasonable period of time (Articles 5(f) and 9-1(a) of Regulation 97-02).

16.7. Overall conclusions on exposure to liquidity risk

–
–

17. Internal control of provisions for segregating the funds of investment firms’
customers

a description of the tool for calculating the amount of customers’ assets, the procedures for investing
them, and related verifications (Article 40 (g) of Regulation 97-02);

communication of the report of the statutory auditors on the adequacy of the arrangements for
complying with regulatory provisions on segregation.

18. Specific information requested of financial conglomerates
–

balance sheet totals for the group as a whole and for the banking, insurance and non-financial sectors.

18.1. Internal control and risk assessment system applied to all of the entities belonging to the
financial conglomerate
–

a presentation of the conditions in which the activities of insurance entities are covered by the
conglomerate’s internal control system;

–

a presentation of the procedures for assessing the impact of growth strategies on the risk profile of the
conglomerate and for setting additional capital requirements;

–

a presentation of the procedures for identifying, measuring, monitoring and controlling intraconglomerate transactions between different entities within the conglomerate, as well as risk
concentrations;

–

the results of permanent controls conducted on insurance entities.

18.2. Information on risks associated with entities in the insurance sector
–

a description of the risks borne by insurance entities that are of the same nature as the risks associated
with banking and finance;

–

a description of the risks specific to the insurance business (specify which risks are managed centrally
and what procedures are used, and which activities remain decentralised).

18.3. Information on intra-group transactions
–

information on material intra-group transactions during the year between entities within the
conglomerate that conduct banking or investment services business on the one hand, and entities that
conduct insurance business on the other hand:
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•

•

–

a description of these transactions, differentiating between the categories defined in Article 4 of
Commission Bancaire Instruction 2005-04, and noting the degree of interdependence of the activities
within the conglomerate;
for each type of transaction, the direction of the transaction in the majority of cases (from a banking
or investment services entity to an insurance entity, or the opposite), and the objective of the
transactions);
the procedures for internal pricing for these transactions.

quantitative information on each intra-group transaction whose amount exceeds 5% of the sum of the
capital requirements for the different sectors, calculated on the basis of the previous year’s financial
statements:
•
if they exceed the threshold: the cumulative nominal amount of such transactions giving rise to
financial flows excluding market transactions (loans, collateral; asset sales, etc.), the total amount of
commissions paid; and for transactions in financial futures, the total credit risk equivalent (or if that
is not available, the total notional amount);
•
for each individual transaction that exceeds the threshold, the nominal amount of the transaction and
the date it was completed. Financial conglomerates should also provide a description of the
transaction, indicating the identity of the counterparties, the direction of the transaction, and the
objectives sought, using the following format:

Type of
transaction

Transaction
conclusion date

Nominal amount for balance sheet items,
the notional amount and the equivalent
credit risk for financial futures.
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19. Annex on the security of cashless payment instruments provided
or managed by the institution
Document to be sent in duplicate
The background:
This annex is devoted to the security of cashless payment instruments (as defined in Article L. 311-3 of the
Monetary and Financial Code) issued or managed by the institution. It is sent by the General Secretariat of
the Autorité de contrôle prudentiel to the Banque de France in accordance with its mission as defined in
Article L. 141-4 of the Monetary and Financial Code aforesaid.
Institutions that neither issue nor manage cashless payment instruments are not concerned by this Annex, but
should be labelled “Institution that neither issues nor manages cashless payment instruments as part of its
business”.
Features and contents of this Annex:
Since this Annex is mainly intended for the Banque de France, it shall be treated separately from the rest of
the reports prepared in accordance with Articles 42 and 43 of amended CRBF Regulation 97-02.
Using this Annex, the “institutions concerned” present how they assess, measure and monitor the security
of the cashless payment instruments that they issue or manage with regard to any internal procedures and
the recommendations of external institutions such as those listed in the Annex.
The Banque de France expects institutions to provide information on the following four points:
•
•
•
•

identification of the payments instruments issued or managed by the institution;
procedures and measures implemented to manage risks stemming from the operational processes
associated with the payment instruments issued or managed;
types of controls focusing on the security of payment instruments put in place by the institution;
expected changes in the landscape of the payment instruments issued or managed by the institution;

As of 2012 (for 2011 data), this Annex will be comprised of:
• a descriptive section covering the four points mentioned above and that will be set out in the
completion methodology of the Annex.
• an assessment section, which will enable the institution to gauge the quality of its answers in
relation to the defined security objectives (Annex A).
The following is excluded from the scope of this Annex: all data on fraud relating to payment instruments
as a whole, which are now reported in the questionnaire entitled “Inventory of fraud in cashless payment
systems” (Recensement de la fraude sur les moyens de paiement scripturaux) on the SurvMP page of the
POBI portal of the Banque de France.
The institutions concerned may also consult a list of most frequently asked questions, which is regularly
updated on the Banque de France’s website.
Completion methodology of the Annex
This completion guide explains each of the points mentioned above and defines the terms used. Unless there
are internal constraints, the format of the table provided in this document must be rigorously respected when
providing the relevant information.
As regards, Cheques and “CB” Bankcards, the institute has the possibility of not following the proposed
format, under certain conditions:
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As regards Cheques:
the institution shall specify, where appropriate, whether it has responded to the Banque de
France’s Cheque Security Framework questionnaire (Référentiel de Sécurité Cheque - RSC) for
the year under review, by including the following statement: “We certify that we have completed
the Cheque Security Framework questionnaire and that the information provided in the
questionnaire is accurate”. This statement not only relieves the institution of having to follow the
plan proposed for cheques, but also of having to submit the RSC statement in paper form.
As regards “CB” Bankcards:
It may be useful for institutions to draw on the response format proposed by the French Bankcard
Consortium GIE Carte Bancaire, but they must supplement this with their specific features;
This does not exempt institutions from having to complete the table provided in the Annex for the
other four-party cards (VISA-only, MasterCard-only, etc.) and three-party cards that they issue or
manage.
The following table lists these different cases:

Completed by
the institution

•
•
•

Not completed
by the
institution

I.

•

Checking Security
Framework (RSC)

Customised Gie-CB table
(Only for “CB” four-party cards)

Certify completion of the RSC
by the relevant wording;
Do not complete the table
concerning cheques;
Do not send the RSC.

•

Complete the table concerning
cheques.

•
•
•
•

Send the customised Gie-CB
table;
Do not complete the table
concerning CB” four-party
cards.
Complete the table
concerning other “non-CB”
four-party cards
Complete the table
concerning “CB” four-party
cards.
Complete the table
concerning other “non-CB”
four-party cards

Identification of the payments instruments issued or managed by the
institution:

Provide, for each payment instrument issued or managed, a brief description (e.g. CB, SDD, etc.), the type of
customer (individuals, professionals, etc.) and its characteristics (phase in the life cycle2, how they work for
new payment instruments 3, etc.).
The institution should describe all payment instruments issued or managed in the first year that this new
completion guide applies (2012). Only innovative payment instruments or those with new functions will
require a detailed description in the following years.

2

Phases in the life cycle include: study, launch, development, maturity, decline, withdrawal, etc.

3

List here the different versions of the payment instrument (e.g. debit card, credit card, contactless cards, mobile payment, etc.) and briefly explain
how this payment instrument works.
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II.

Procedures and measures implemented to manage risks stemming from the
operational processes associated with the payment instruments issued or managed;

For each payment instrument:
Summarise the main risks to which the operational processes associated with the payment instrument in
question are exposed (Gross Risks). Assess the probability that an event or a situation might occur and
its impact before taking into account preventive or corrective measures;
•

specify the procedures and measures adopted by the institution to manage these risks (risk
mitigation measures implemented), including the first-level controls carried out by operational
staff and that do not come within the remit of compliance personnel (they are described in Section III
“types of controls focusing on the security of payment instruments”).

• provide information on the implementation of recommendations issued by external institutions
regarding the security of payment instruments (see Annex B).

As regards the solutions implemented in the area of risk management, briefly describe the risks that persist
after applying the above-mentioned risk mitigation measures (Residual Risks).
Care must be taken to keep this section separate from the description of operational processes implemented
by the institution. In this section, only the analysis, processing and monitoring of the risks to which these
processes are exposed should be addressed.

III.

Different types of controls focusing on the security of payment instruments:

The institutions concerned should give a brief description of the controls implemented in the area of the
security of payment instruments (specify, for each control, whether it is conducted for a specific payment
instrument or for all payment instruments across the board), with a view to ensuring their compliance with
internal standards and external recommendations. In this description, the institution should specify:
• the entity conducting the control;
- the person who has carried out the control(s) (specify the person in charge of the control);
- the hierarchical and, where appropriate, functional position of this entity. For example: the control
has been carried out by the head of the Compliance, Internal Control and Risk Department,
reporting to the General Directorate, etc.
• The controlled entity;
- which elements have been controlled?
- at which level of the process has/have the control(s) been conducted? It is not necessary to
describe all the processes but identify, using a common language, which task is being referred to.
• Frequency of controls:
- whether the control(s) are periodic or permanent?
- what is the frequency of these control(s)?
• Observations made during the control(s):
- which problems were brought to light by the control(s)?
• Corrective actions (taken or planned):
- in the light of the above observations, which solutions have been implemented or planned to resolve
these problems?
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IV.

Expected outlook and developments :

This section concerns the developments expected by the institution, such as the issuance of a new payment
instrument or any change affecting payment instruments currently issued or managed.
A clear distinction must be made between the expected outlook and developments and the corrective
actions taken or planned in the framework of the above-mentioned controls.
Examples for outlook and developments: Migration to SEPA for credit transfers and direct debits, the launch
of a virtual or prepaid card, withdrawal of a payment instrument, etc.
Important remark concerning mutual banking groups:
• In the case of a company affiliated to a central body that issues and/or manages a cashless payment
instrument (responsible for overall risk analysis):

o the central body alone should produce risk analysis in this Annex. The affiliated company is

therefore relieved of this task. It must nevertheless mention “that it refers to the central body’s
decisions in the area of risk analysis and risk mitigation measures”. The risks specific to the
company itself, which have not been described in the analysis provided by the central body, must
nevertheless be specified by the affiliated company.

o this also applies to the periodic control function. If this function is exercised under the central

body’s responsibility and described by this body in the “periodic control” section, only the
controls specific to the affiliated company should be provided by the latter.

o lastly, this applies to the description of expected developments. The affiliated company should
only describe the developments specific to it and not addressed by the central body.

• In the case where the central body neither issues nor manages payment instruments, but remains
responsible for the control function (in particular controls focusing on payment instruments):
o

the affiliated company should describe, clearly and accurately, all controls focusing on payment
instruments implemented by the central body and should at no time refer to the central body’s
internal control report (which does not include an annex on the security of payment instruments).
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Reporting table:
Presentation: in order to help the reporting institution to prepare their responses and to harmonise the data from different institutions, all information must be reported
using the reporting table presented hereafter.

Payment instrument:
A) Identification and Management of Risks (by payment instrument)
Gross risks 4

Risk mitigation measures implemented
&
Recommendations of external institutions

Residual risks

B) Expected outlook and developments (by payment instrument)

C) The control function (focusing on payment instrument)

1.1.1.1. Entity
conducting
the control

4

1.1.2. • The

controll
ed
entity

1.1.3. Frequency of the control

1.1.4. Observations

1.1.5. Corrective actions
1.1.6. (implemented or
planned)

If the institution is unable to rate its gross risks, it shall put “unrated gross risks” in the corresponding column.
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Terminology
Cashless payment instrument: payment instruments other than banknotes and coins that allow for the
transfer of funds, irrespective of the product or technical process used:
Operational processes: all related and interacting activities necessary for operating payment instruments.
Operational risk: risk of a potential loss resulting from a deficiency or failure attributable to processes,
persons, systems or external events.
Gross risks: risks that could affect the smooth functioning and security of payment instruments, before the
institution has implemented procedures and measures to manage them.
Risk mitigation measures: all actions taken by the institution to better contain these risks by reducing their
impact and their frequency of occurrence.
Residual risk: the risk persisting after taking account of risk mitigation measures.
Compliance: compliance with rules, regulations, codes and professional guidelines.
Internal control: system to provide a reasonable assurance that compliance obligations are met.
Periodic control (or audit): compliance control carried out in the form of investigations (audit missions).
Permanent control: all procedures, systems and controls implemented to check, on an ongoing basis,
compliance with the rules, recommendations and codes of conduct concerning the security of payment
instruments.
Developments: all the major technological or organisational changes that could have an impact on the
security of payment instruments, excluding corrective actions taken in the framework of permanent or
periodical controls.

2. Annex A

Analytical matrix
Introduction
This analytical matrix allows supervised institutions to perform self-assessments. It is complementary to the
risk reporting and internal control table focused on cashless payments, but it is not a substitute for these
processes.
As of 2011, these two documents will be used to provide annual reporting on the degree of control over the
payment instruments issued or managed by an institution, and the level of security achieved.
The ultimate aim of this analytical matrix is to assess the security of the systems in place. It allows for four
levels of security, with each level corresponding to criteria based on specific objectives.
The matrix must be completed on the basis of information provided in the reporting table that the institution
will communicate in the framework of the annex. In effect, the institution must assess whether the elements
provided in its reporting table meet the security objectives listed in the questionnaire.
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The institution must tick the corresponding box and justify this choice in the commentaries field associated
with each answer.

Criteria for the analysis of the contents of annexes
(Fundamental criteria):
Six criteria have been selected for a formalised analysis of the contents of annexes. These criteria aim to
determine the level of control of the security of payment instruments by the institution and to give a view of
its control activities in this domain.
1) Assessment of the Risk Identification System: implementation of a system aimed at identifying
and analysing main internal and external factors likely to undermine the security of payment
instruments.
No answer:
Incorrect
Incomplete
Correct

Commentary on the assessment:

Assessment criteria:
a)
b)
c)

Does the institution have a risk classification framework (standard typology, criteria for identification,
analysis and monitoring, etc.) based on a recognised methodology and has it set up an integrated system
for the analysis and identification of risks?
Do the institution’s risk analysis systems take into account internal and external changes?
Are all risks identified classified in order of priority (from the largest to the smallest in terms of their
potential impact and their likelihood)?

Correspondence table
No answer
No communication from the institution concerning the identification of risks.
Incorrect
None of the assessment criteria are satisfied.
Incomplete
Satisfaction of at least one of the three criteria.
Correct
Satisfaction of all the criteria.
2) Risk mitigation: Implementation of an effective assessment of the risks identified and of
appropriate solutions.
No answer:
Incorrect
Incomplete
Correct

Commentary on the assessment:

Assessment criteria:
a)
b)
c)
d)

For the principal risks identified, does the institution perform an analysis of the potential impacts
(quantified or not, financial or non-financial) and of its estimated degree of control of these risks?
Based on the conclusions of these analyses, does the institution determine specific actions for which
responsibility is clearly defined?
Are operational staff involved in selecting risk mitigation measures?
Are preventive measures put in place in order to guard against risks that are not accepted by the
institution and that are likely to undermine the security of payment instruments?
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No answer
Incorrect
Incomplete
Correct

Correspondence table
No communication from the institution concerning risk mitigation measures.
None of the assessment criteria are satisfied.
Satisfaction of at least one of the four criteria.
Satisfaction of all the assessment criteria.

3) Application of the principles and recommendations of external bodies: Implementation of
recommendations issued by external bodies regarding payment instruments security (see the
indicative list of these recommendations in the annex).

No answer:
Incorrect
Incomplete
Correct

Commentary on the assessment:

Assessment criteria:
a)
b)

Are the above-mentioned recommendations concerning payment instruments security clearly indentified
and integrated into the institution’s procedures?
Is the implementation of the different recommendations monitored by the institution’s compliance
officer or by an employee with specifically defined compliance duties?

No answer
Incorrect
Incomplete
Correct

Correspondence table
No communication from the institution concerning risk mitigation measures.
None of the assessment criteria are satisfied.
Satisfaction of at least one of the two criteria.
Satisfaction of all the assessment criteria.

4) The impact of risk mitigation and risk monitoring measures: The mitigation strategies
adopted should aim to strengthen the security of payments means and limit the identified risks.
No answer:
Incorrect
Incomplete
Correct

Commentary on the assessment:

Assessment criteria:
a)
b)
c)

Do the measures implemented contribute to enhancing the security of payment instruments by
diminishing the impact of the risk and/or the likelihood of its occurrence?
Does the institution ensure that the measures adopted do not create other risks?
Has a system for monitoring the identified risks and the evolution of these risks been set up?

No answer
Incorrect
Incomplete
Correct

Correspondence table
No communication from the institution concerning the organisation of controls.
None of the assessment criteria are satisfied.
Satisfaction of at least one of the three criteria.
Satisfaction of all the assessment criteria.

5) The risk control framework The controls implemented should be appropriate and
correspond to the nature and the complexity of the identified risks.
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No answer:
Incorrect
Incomplete
Correct

Commentary on the assessment:

Assessment criteria:
a)
b)
c)

Are the control activities commensurate with the scale of each risk and conceived to diminish each risk?
Does the institution ensure that its control activities fully satisfy compliance requirements and all
applicable regulations?
Is the implementation of remedial measures subject to regular monitoring by the audit and control
services?

No answer
Incorrect
Incomplete
Correct

Correspondence table
No communication from the institution concerning the organisation of controls.
None of the assessment criteria are satisfied.
Satisfaction of at least one of the three criteria.
Satisfaction of all the assessment criteria.

6) Frequency of controls: The internal control system for cashless payment instruments should
be subject to permanent control.

No answer:
Incorrect
Incomplete
Correct

Commentary on the assessment:

Assessment criteria:
a) Are there regular controls aimed at strengthening the existing process and enhancing the security of all
the activities relating to payment instruments?
b) Does the institution conduct unannounced inspections to ensure that the principles and procedures of
control of the activity are respected?
c) Has the institution implemented precise guidelines regarding the frequency of controls?
d) Does the periodic control system have the capacity to cover the entire auditable scope within a reasonable
timeframe?
No answer
Incorrect
Incomplete
Correct

Correspondence table
No communication from the institution concerning the organisation of controls.
None of the assessment criteria are satisfied.
Satisfaction of at least one of the three criteria.
Satisfaction of all the assessment criteria.

Respect of response format
(Presentation criteria):
Respect the response format below is required so that the Banque de France can obtain harmonised response
data that is easy to exploit. This aspect of the response is subject to a specific score.

1. Response format: The institution has fully respected the format recommendations and has
completed the reporting table.
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No answer:
Incorrect
Incomplete
Correct

Commentary on the assessment:

Assessment criteria:
a) Has the reporting table has been completed by the institution?
b) Has the reporting table not been used by the institution for expressly communicated internal reasons?
No answer
Incorrect
Incomplete
Correct

Correspondence table
No information concerning this institution.
None of the assessment criteria are satisfied.
Partial satisfaction of one of the two criteria (e.g. table only partially completed or
not completed for all payment instruments)
Satisfaction of criteria A or B without restriction.

Secrétariat général de l’Autorité de contrôle prudentiel

28

Report on Internal Control – 2011

3. Annex B

Examples of recommendations
In the framework of the annex to the Banking and Financial Regulation Committee’s (Comité de la
réglementation bancaire et financière – CRBF) amended regulation 97-02 concerning payment instruments,
the institution should indicate if has complied with the recommendations relating to payments means security
issued by external bodies. A non-exhaustive list of these recommendations is summarised below:
A) Eurosystem recommendations in the framework of its progress report on SEPA:
The Eurosystem continues to provide strong support to the creation of the SEPA while issuing
recommendations aimed at a) promoting these new means of payment and b) strengthening their security
level.

• Recommendations concerning Sepa direct debits (SDDs) and Sepa credit transfers (SCTs):

•

-

An attractive offer of SDDs and SCTs should be made available to payment instruments
users in order to promote the use of these services so that in the longer term they will replace
existing national transfer and debit schemes in the entire SEPA area;

-

Implementation of procedures for the management of the risks associated with SDDs in
order to contribute to the enhancement of the security of SEPA direct debits and augment
their appeal;

-

Implementation of a clear and full communication programme aimed at the users of SDDs in
order to facilitate the adoption and utilisation of this payment instrument.

Recommendations concerning Payment Cards:
-

•

Recommendations concerning electronic payments:
-

•

All the risks relating to payment cards in the SEPA framework should be taken into account
via the implementation of controls aimed at enhancing the security of this means of
payment.

Participation in the promotion of electronic payments within the SEPA zone.

Other recommendations:
-

Implementation of state-of-the-art security measures, in terms of authentication and fraud
prevention for all the cashless payment instruments;

-

Utilisation of non-proprietary standards (such as ISO standards) and participation in their
evolution, etc.

In a broader framework:
-

Has the institution implemented measures to withdraw the magnetic stripe from EMV (Europay
Mastercard Visa) chip cards?

B) Recommendations of the Banking Card Observatory
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The Banking Card Observatory is a body whose purpose is to encourage the exchange of information and
consultation between all parties concerned by the smooth operation of the security of payment card systems.
Every year it issue recommendations to this effect.
•

•

Payments by mobile telephone and contactless smart cards:
-

Implementation of measures allowing, whenever necessary, to verify the holder’s consent.
For example, by setting up simple tools for activating or deactivating the new initiation
methods or for confirming transactions;

-

Conduct of risk analyses and security studies before any large-scale deployment;

-

For the mobile telephone payments, provision of a personal payment code that is different
from the SIM card activation PIN, and from the user's payment card PIN; if the user can
modify the personal code, the issuing bank should recommend choosing a code that is
different from the user's other codes;

-

Entities involved in transactions relating to contactless payments by mobile phone, should
implement cryptographic protection measures to ensure the integrity and confidentiality of
data exchanged between systems.

Security measures applied to in-branch and in-store instant card issuance systems
-

•

•

Security of remote payments:
-

Strengthening of security methods in order to make remote transactions as secure as face-toface and UPT transactions.
For example: Giving preference to remote payment methods that allows strong holder
authentication, i.e. a system that allows vendors to verify not only card and holder
authenticity but also the holder’s consent to the transaction.

-

Facilitate the use of already available technical solutions (one-time codes, stand-alone EMV
card readers, etc.) whilst controlling the cost of their development and ensuring that their
deployment is accompanied by measures to inform and educate cardholders.

Impact of co-branding on payment card security:
-

•

whenever an institution introduces a new co-branded card, it should ensure full
implementation of the existing security measures in the payment card environment regarding
the collection, storage and management of sensitive data;
If several applications are carried on the same card, issuers should select cards that can
deliver a proven and recognised level of protection for the payment application.

Payment Card Industry (PCI) security measures:
-

•

Conduct of an analysis of the risks and permanent adjustment of the security levels of these
measures.

Adoption and implementation of PCI security measures across the entire acceptance and
acquisition process.

Security tips for cardholders:
-

The security tips published by the Observatory must be communicated to cardholders
informing them of good practices to adopt and the risks they may face.
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•

Prepaid cards:
-

the distribution of prepaid cards should be accompanied by measures aimed at protecting
consumers, notably by informing users of how to use these instruments and by the provision
of transparent tariff information;

-

these cards have a similar risk profile to conventional payment cards and should therefore be
subject to the same security measures both with respect to both for face-to-face transactions
and for remote transactions;

-

Prepaid cards are also subject to risks that are specific to the reload process and to the way
they are distributed. Institutions should implement appropriate security systems to mitigate
these specific risks.

C) Recommendations issued by the Banque de France:
La Banque de France has, for its part, issued recommendations concerning online banking security and
online card payments:
•

Online banking security:
-

•

Implementation of one-time authentication solutions for all clients using online banking
services.

The security of online card payments:
-

Implementation of one-time authentication of the card holder for all online purchases.
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20. Annex on the application of consumer protection rules
In the framework of the ACP’s control of the application of appropriate consumer protection rules, all
supervised institutions or entities are invited, as of the start of 2012, to download this form the ACP website,
complete it and then send it to a dedicated email address.

GENERAL INFORMATION
Identification
Year
Bank Indentifier Code:
Business name of the institution:
Contact details of the person responsible for completing this form:
Surname / first name:
Job title:
Telephone:
Email address:
Contact details of the Compliance Officer:
Surname / first name:
Telephone:
Email address:
Details of all activities conducted in France
Types of activity conducted
/products proposed

Ye
s

no

Volumes

Deposit accounts

number of accounts

Payment services

in volume of transactions

Remarks

Savings products
Regulated savings and other
types of savings plans

number of accounts

Financial instruments
Loans
o/w mortgage loans

in number of loans

o/w business loans
o/w consumer loans
Distribution of insurance
products
Life insurance

in number of policies

Loan insurance
Non-Life
- o/w property and casualty
insurance
- o/w personal insurance
(health, provident, etc.)
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Other

Personal mortgage loans to individuals that
are

% of total loans granted during the
year under review

covered by group loan insurance
covered by third party loan insurance
not covered by loan
alternative guarantees

insurance

but

by

not covered by loan insurance or by alternative
guarantees
covered by loan insurance (group or third
party) that does not cover incapacity / invalidity
risk
Use of banking or payment services intermediaries
Do you use the services of banking or payment 1. yes
services intermediaries?
Business data

TOTAL

2. no
o/w
natural
persons

o/w legal
persons

Number of intermediary mandates
Number of transactions performed (optional)
Charges paid (optional)
o/w commissions
o/w fees
o/w other charges
Revenue generated from activities outsourced
to intermediaries (optional)
o/w loan operations
o/w payment services
o/w other revenue
Scope of the mandate

in % of
mandates

Introducing clients
KYC due diligence
Product information
Advice
Participation in loan granting procedures
Funds received as agent
Does your institution or entity have relations with clients that are not credit institutions, investment companies or
insurance organisations?
1. yes
2. no
(Stop here if your response in “NO”)
Does your institution or entity conduct only investment services activities
With no other related
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activities?
1. yes
2. no
(Stop here if your response in “Yes”)

QUESTIONNAIRE ON THE GENERAL SYSTEM OF CONTROLS OF CONSUMER
PROTECTION RULES
Activities declared by the institution (activity table) and answers given throughout the questionnaire have an impact on
the conduct of the questionnaire.

A. Compliance of operations with consumer protection rules and marketing

risks monitoring

1. Has your institution identified and listed the regulatory consumer protection requirements applicable to its
activities?
a. Yes
b. No

A.1 New products
2. Do your institution’s procedures for approving new products or significant changes in existing products take into
account compliance with consumer protection rules (laws, rules, jurisprudence, codes of conducts, ethic codes,
ACP recommendations?)
a. Yes
b. No
3. Has this process been drafted into a procedure?
a. Yes
b. No
4. Who makes the final decision to launch products or services on the market? (several answers possible)
a. Executive Management
b. Marketing Department
c. Other (specify)
5. Are decisions recorded and registered?
a. Yes
b. No
6. Does the product analysis include:
a. examination of the marketing procedures
i.
Yes
ii.
No
b. examination of marketing documentation provided to the sales force
i.
Yes
ii.
No
c. examination of the documents provided to customers
i.
Yes
ii.
No
d. Consistency monitoring of the two aforementioned documents
i.
Yes
ii.
No
e. assessment of the client risk
i.
Yes
ii.
No
f. A written position from the compliance department
i.
Yes
ii.
No
7. How many times has the new product approval process been conducted over the last year?
8. Has the new product approval process been modified over the last year?
a. Yes
b. No
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9. Precise how the process has been modified (if you answered “yes” to the previous question):
10. Do you have any additional comments about the approval process for new products or significantly modified
existing products?

A.2 Regulatory monitoring
11. Does your institution monitor regulatory developments in the area of consumer protection?
a. Yes
b. No
12. Which department is responsible for this monitoring (several answers possible)
a. Legal Department
b. Compliance department
c. Marketing Department
d. Financial Department
e. Other (specify)
13. If applicable, specify which department gathers monitoring information?
14. Does consolidated monitoring information cover all the activities of your institution (lending, deposits, savings,
insurance, payment services, etc.)?
a. Yes
b. No
15. Please indicate which activities are not covered (if you replied "no" to the previous question) :
16. To whom are the regulatory monitoring reports addressed? (several answers possible)
a. Legal and Compliance division
b. Operational division
c. IT division programming sales tools
d. Financial division
e. Training division
f. All divisions
17. Do sales forces receive dedicated legal training, on a regular basis, including latest regulatory developments?
a. Yes
b. No
18. How often does staff receive information about regulatory developments? (Several answers possible)
a. Weekly
b. Monthly
c. Quarterly
d. Other (specify)
19. Do periodical controls provide for :
a. Control of the information communicated to relevant staff members? Yes / no
b. Control of the regulatory changes transcription into the institution’s internal procedures and
monitoring tools? Yes / no
c. Control of the update of the marketing and contractual documentation? Yes / no
20. Has the regulatory monitoring system been modified over the last year?
c. Yes
d. No
21. Indicate how the system has been modified (if you answered “yes” to the previous question):
22. Additional comments concerning your regulatory monitoring system:
23. What customer information have been modified over the last year?
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24. Why?

A.3 Matching customers profiles to products
25. Does your institution profile banking customers (using profiles other than those defined in AML/CFT activities,
MIFID financial services or market abuse directive)?
a. Yes
b. No
c. Not applicable
26. Does your profiling only take into account your customers financial wealth?
a. Yes
b. No
c. Not applicable
27. Do you take into account criteria such as the customer knowledge and understanding of the product?
a. Yes
b. No
c. Not applicable
28. Do you take into account the customer’s risk appetite?
a. Yes
b. No
c. Not applicable
29. Do you profile customers for selling following products? (tick the boxes that apply to your institution)
a. Bank savings products
b. Life insurance policies
c. Loans
d. Bank accounts and packaged ancillary services
e. Non-life insurance policies
30. Has the matching of customers profiles to products been modified over the last year?
a. Yes
b. No
c. Not applicable
31. Indicate what adjustments were made (if you answered “yes” to the previous question):
32. Additional comments on matching customers profiles to products :

A.4 Quality of advisory duty
33. Does your institution have internal control procedures or systems to assess the quality and fairness of advisory
duty?
a. Yes
b. No
34. How educated are customers advisors hired over the last year? (optional question)
a. Mostly undergraduate (A-level +2 years)
b. Mostly above undergraduate diploma level (Bachelor and higher)
c. Mostly "others" (if so, please specify)
d. Not applicable
35. How many customers advisors hired over the last year graduated a banking-related degree? (Advanced
Vocational Diploma in Banking, Technical Banking Institute Diploma, etc.) (optional question):
a. ≤ 25%
b. > 25 % and ≤ 50%
c. > 50% and ≤ 75%
d. > 75%
e. Not applicable
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36. Has your institution implemented a vocational training system (face-to-face or e-learning) for customers
advisors, including consumer protection and sound marketing practices requirements? (besides AML/CFT and
MIFID requirements)?
a. Yes
b. No
37. List topics addressed in these training courses
38. Does your institution... (tick the box corresponding to your institution's practices)
a. Provide for frequent staff targeted training courses?
b. Ensure that staff awareness and skills are enhanced?
39. Has your institution modified hiring process or training program for customers advisors over the last year?
a. Yes
b. No
40. Please specify (if you answered “yes” to the previous question):
41. Does your institution ensure that fixed and variable pay components as well as staff assessment methods don’t
threaten customers interests?
a. Yes
b. No
42. Can customers advisors benefit from variable pay components and compensation linked to sales goals?
a. Yes
b. No
c. Not applicable (no sales goal)
43. How high can be the variable pay component of customers’ advisors?
a. more than 20 % of annual wage
b. 15% to 20%
c. 10% to 15%
d. less than 10%
e. Not applicable
44. Does your institution take into account the respect of customer protection requirements (advisory duty, respect
of internal procedures) as a qualitative element in the allocation of compensation to customers’ advisors?
a. Yes
b. No
c. Not applicable
45. Have the remuneration arrangements and staff assessment system been modified over the last year?
a. Yes
b. No
46. Please specify (if you answered “yes” to the previous question):
47. Additional comments on the assessment tools of advisory duty quality:

A.5 Marketing of credit agreements
48. Does your institution request documents to assess creditworthiness before granting loans?
a. Income:
For new customers: yes/no/ depending on the amount/other considerations
i.

ii.

For existing customers: yes/no/ depending on the amount/other considerations

b. Expenditures:
For the new customers: yes/no/ depending on the amount/other considerations
i.
ii.

For existing customers: yes/no/ depending on the amount/other considerations

49. Has your institution defined required guarantee for every type of credit to individuals or SMEs (especially for real
estate mortgages)?
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a.
b.
c.

Yes
No
Not applicable

50. Does your institution systematically check the eligibility of clients to regulated loans?
a. Yes
b. No
c. Not applicable
51. Are credit advisors specialised?
a. Yes
b. No
c. Not applicable
52. Do they receive specific training?
a. Yes
b. No
c. Not applicable
53. Does this training course include a presentation of the AERAS agreement (Loans and Insurance for people with
increased health risks) and all related commitments?
a. Yes
b. No
c. Not applicable
54. Do internal controls assess compliance with following AREAS commitments?
a. Communication of the bank’s final position to the customer, maximum 2 weeks after insurer has
communicated its answer
b. Communication on a written document of a mortgage or business loan refusal on the sole criterion
of insurability
55. Sales volumes in 2011
a. Number of mortgage loans granted to natural persons: fixed rate / floating rate
b. Number of business loans granted to natural persons: fixed rate / floating rate
c. Number of mortgage loans refused to natural persons on the sole criterion of insurability
d. Number of business loans refused to natural persons on the sole criterion of insurability
56. Have credit marketing schemes been modified over the last year?
a. Yes
b. No
57. Please specify (if you answered “yes” to the previous question):
58. Additional comments on the marketing of your institutions’ credit offers:

B. Internal control system
B.1 Organisation
59. Does a dedicated department monitor controls of compliance to consumer protection requirements?
a. Yes
b. No
Remarks:
60. Identification
question):
a.
b.
c.
d.

of the persons or teams responsible for these controls (if you answered “yes” to the previous
Name of the department or service:
Name of its manager:
Hierarchical position of the above-mentioned department or service and of its manager:
Functional position of the above-mentioned department or service and of its manager:

61. Does this manager perform other functions?
a. Yes
b. No
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62. Description of the other functions conducted (if you answered “yes” to the previous question):
63. In which activities does your institution monitor compliance with consumer protection rules?
a. Loans
b. Deposits
c. Bank savings products
d. Payment services
e. Intermediation in banking and payment services operations
f. Insurance intermediation
g. Essential or vitally important outsourced services
64. Total number of staff dedicated to monitoring compliance with consumer protection rules
(in FTE)
Entity staff (in FTE):
65. Has your institution modified the monitoring system of compliance with consumer protection requirements over
the last year?
a. Yes
b. No
66. Please specify (if you answered “yes” to the previous question):
67. Additional comments regarding the monitoring system of compliance with consumer protection requirements

B.2 Risk management tools
68. Does the risk mapping of your institution include risks relating to marketing and customer relation (compliance
with legal and regulatory requirements, codes of conducts, supervisor’s recommendation, and ethic professional
codes)?
a. Yes
b. No
69. Are these risks part of your operational risks?
a. Yes
b. No
70. Have the risk control schemes relating to product marketing and client relation been modified over the last year?
a. Yes
b. No
71. Please specify (if you answered “yes” to the previous question):
72. Additional comments concerning the risk management tools relating to product marketing and customer relation:

B.3 Permanent and periodic controls
73. Does your institution’s permanent control system cover the different stages and aspects of product marketing
and customer relation?
a. Launch of new products on the market (respect of internal procedures)
i.
Yes
ii.
No
iii.
Additional comments:
b.

Marketing and advertising documents (accuracy of the information, formal compliance of
documents and respect of internal validation procedures)
i.
Yes
ii.
No
iii.
Additional comments:

c.

Sales terms (explanation, advisory and warning duty, ban of misspelling or aggressive selling,
staff training, compliance with direct sales consumer protection requirements, etc.)
i.
Yes
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ii.
iii.

No
Additional comments:

d.

Relations with intermediaries in banking operations and payment services (registration, mandate,
training, etc.)
i.
Yes
ii.
No
iii.
Additional comments:

e.

Compliance of contractual documents (compliance with formal requirements and internal approval
procedures)
i.
Yes
ii.
No
iii.
Additional comments:

f.

Pricing policy (compliance with legal loan rates, fees invoicing rules and other ethic codes)
i.
Yes
ii.
No
iii.
Additional comments:

g.

Customer data (consulting and updating central payments databases – such as FCC or FICP-,
protecting personal data, defining customers profiling criteria)
i.
Yes
ii.
No
iii.
Additional comments:

h.

Contracts and agreements enforcement (Compliance with bank account extracts, treatment of
over-indebtedness and access to banking services requirements)
i.
Yes
ii.
No
iii.
Additional comments:

i.

Contracts/ agreements closure (compliance with closing rules - especially for inactive revolving
accounts -, banking mobility professional standards, notice periods, etc.)
i.
Yes
ii.
No
iii.
Additional comments:

74. Does your institution’s internal control scope include following requirements?
a.

ACP recommendation (2011-R-04) on the marketing of life insurance policies linked to funeral
payment plans
i.
Yes
ii.
No
iii.
Not applicable
Comments:

b.

ACP Recommendation (2011-R-03) concerning the marketing of unit-linked life insurance
contracts, with debt securities issued by an entity that is financially linked to the insurer
undertaking as underlying assets.
i.
Yes
ii.
No
iii.
Not applicable
Comments:
c.

ACP Recommendation (2011-R-02) concerning advertising communication for unit-linked life
insurance contracts, with bonds and other debt securities as underlying assets
i.
Yes
ii.
No
iii.
Not applicable
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Comments:
d.

ACP Recommendation (2011-R-01) on the management by credit institutions of trustees accounts
on behalf of joint-ownerships.
i.
Yes
ii.
No
iii.
Not applicable
Comments :
e.

ACP recommendation 2010-R-01 on the marketing of unit-linked life insurance contracts invested
in complex financial instruments, issued in accordance with point 3° of II of Article L. 612-1 of the
Monetary and financial Code
i.
Yes
ii.
No
iii.
Not applicable
Comments:
f.

Order of 24 March 2011 approving the banking industry’s standards surrounding relations
between banks and their clients who have been referred to the Household Debt Commission
i.
Yes
ii.
No
iii.
Not applicable
Comments:
g.

Amended AERAS agreement (Loans and Insurance for Persons with increased Health Risks)
i.
Yes
ii.
No
iii.
Not applicable
Comments:
75. Have periodic controls conducted by your institution over the last year focused on product marketing or client
relations or any aspects thereof?
a. Yes
b. No
76. Please indicate the titles of the controls conducted as well as the topics examined:
77. Does the 2011 report submitted in accordance with Article 42 of regulation 97-02 mention any practical lessons
learnt from permanent or periodic controls?
a. Yes
b. No
78. Which pages of the report are concerned and is there anything you wish to add here (if you replied “Yes” to the
previous question):
79. Please summarise main lessons learnt from these controls (if you answered “No” to the previous question):
80. Has your institution taken measures to correct principal malfunctions and deficiencies highlighted through
controls or is it planned?
a. Yes
b. No
c. Not applicable
81. Main elements explaining your “No” response:
82. Do permanent controls include actions relating to intermediaries for banking and payment services
transactions?
a. Yes
b. No
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83. If “Yes”, have these actions been implemented (several answers possible)?
a. In the form of reporting
b. In the form of a committee
c. Other (specify)
84. Do periodic control programs cover your intermediaries for banking and payment services transactions?
a. Yes
b. No
85. Over the past year, has your institution faced any reputation risk due to deficiencies in communication, informing
or advising customers?
a. Yes
b. No
86. Additional comments on the control programs covering product marketing and customer relation.

C. Reporting procedures
87. Does your institution submit reporting about compliance with consumer protection standards and with good
business practices on, at least, an annual basis...

a. ... to the Risk Committee?
i.
ii.
iii.

Yes
No
Not applicable

b.

... to the Audit Committee?
i.
Yes
ii.
No
iii.
Not applicable

c.

... to the Executive Body?
i.
Yes
ii.
No

d.

... to the Decision-Making Body?
i.
Yes
ii.
No

88. Please indicate which service or department is responsible for drawing up this reporting:
89. Additional comments concerning the information reported to the management bodies of your institution or entity:
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VOLUME OF COMPLAINTS
(including for products distributed by intermediaries in banking operations and payment
services)
Volume of
client
complaints
1. CATEGORY OF PRODUCT OR
SERVICE
(number)

Responses given to client complaints
(number)

Positive responses (including,
amicable settlement offered by the Negative
institution, information or
responses
explanations)

Legal actions
(number) following
complaints

Deposit accounts and payment
services
Savings products (regulated
savings / other savings products,
financial instruments, including
UCITS)
Mortgage loans
Consumer credit (personal loans,
specific-use loans, revolving credit)
Business loans
Other credits
Distribution of insurance products
Internet banking
Self-service banking
TOTAL 1

Volume of
client
complaints
2. TYPE OF CLIENT
(number)

Responses given to client complaints
(number)

Positive responses (including,
amicable settlement offered by the
institution, information or
explanations)

Negative
responses

Legal actions
(number) following
complaints

Private individuals
Professionals (self-employed
professionals, SMEs and SMIs)
Local authorities
TOTAL 2
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Volume of
client
complaints

Responses given to client complaints
(number)

3. COMPLAINT MOTIVE
(number)

Positive responses (including,
amicable settlement offered by the Negative
institution, information or
responses
explanations)

Legal actions
(number) following
complaints

Quality of offer
Quality of customer service
Information / advice
Bank mobility or request for transfer
Account closure
Malfunction, fraud, loss or theft on
payment instruments
Bank charges
Complaints related to tax on
savings
Account incidents
Right of access to an account and
basic banking services
Operation execution timeframes
Operation disputed by client due to
absence of authorisation
Inadequate or defective execution
of an operation
Loan origination / Release of funds /
Refusal to grant a loan
Interruption of credit or of overdraft
facility
Over-indebtedness, request for debt
rescheduling
Other
TOTAL 3
Average time taken to process
complaints in working days
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COMPLAINTS PROCESSING SYSTEM

1. Provision of information to clients and access to the complaints processing circuit

Ye
s

No

Number /
Percentage

1.1 Does your institution or entity offer clients information on how to make a complaint?
1.1.1 in its contracts
1.1.2 in its offices
1.1.3 on its website
1.2. Methods offered to clients for the presentation of their complaints
1.2.1 mail
1.2.2 telephone
1.2.3 internet
1.3.1 Does your institution or entity have a Mediation Charter?
1.3.2 Is the Charter available online?

2. Organisation of complaints handling
2.1 Does your institution acknowledge the receipt of complaints?
2.2 Is there a formal commitment to process complaints within a certain timeframe?

2.2.1 Is this timeframe commitment communicated to clients?
2.2.2 What is this timeframe (in working days)?
2.3 Contact details of the department responsible for handling complaints:
2.3.1 Contact details of the manager of the Complaints Department:
Surname / first name:
2.3.2 Telephone:
2.3.3 Email address:
2.3.4 Postal Address of the Complaints Department
2.4 Hierarchical position of the Complaints Department, i.e. it report to:
2.4.1 Internal control
2.4.2 Compliance
2.4.3 Legal affairs
2.4.4 Marketing
2.4.5 General Management
2.4.6 Other
2.5 Percentage of total complaints received by the institution that is handled by the Complaints
Department.
2.6 Number of staff in the Complaints Department (FTE)
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Yes

No

Number /
Percentage

2.7 Is there a single complaints management IT tool?
2.8 Are there several complaints management tools
2.9 If yes, percentage of complaints processed within this (these) tool(s)
2.10 For a product marketed in the framework of a mandate, are you responsible, on behalf of
the discretionary client, for handling any related complaint?
3. Control and monitoring of complaints
3.1 Are the risks identified via complaints integrated into the internal control
system?
3.1.1 at the compliance monitoring level or at the permanent control level
3.1.2 at the level of sub-contractor controls (where applicable)
3.1.3 at the level of risk mapping
3.2 Date of the last internal audit control of the handling of complaints:
3.3 Date of the last internal audit control of the department responsible for handling complaints:

4. Mediation
Name of mediator
/ Federation

Contact details

4.1.1 Mediator working for the institution [1]
4.1.2 Mediator belonging to a professional federation
[1] Please attach mediator’s report, if one exists

4.1.3 Publication on the institution's website of the mediator's report
4.2.1 Number of complaints referred to the mediator
4.2.2 Percentage of complaints ineligible for mediation
4.2.3 Number of opinions delivered by the mediator
4.2.4 Does your institution systematically follow the opinion of the mediator?
4.2.5 Number of opinions favourable to complainants:
4.2.5 Number of opinions favourable to your institution:
4.2.7 Number of mixed opinions:
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INSTRUCTIONS
on how to use this questionnaire on the general system for monitoring
compliance with consumer protection rules and regulations
I.

Definition of consumer protection rules

Consumer protection rules are defined as:
- all legislative and regulatory provisions (the latter refers to the relevant provisions in
the French Civil Code, the Monetary and Financial Code, the Consumer Code, the
Insurance Code, the Mutual Insurance Code, the Social Security Code and Approved
Codes of Conduct, etc.)
- the Codes of Conduct approved by the ACP at the request of a professional association
- the best professional practices observed or recommended by the ACP,

whose purpose is to protect the interests of clients, policyholders, members or beneficiaries of
persons subject to ACP supervision at all stages of commercial relations (from the advertising and
marketing of the products and services, to the formalisation of relations by contract, and
throughout the life of the contract and its termination).
In addition, it should be noted that Article 5 of Regulation 97-02 (Monetary and Financial Code)
also includes the rules of banking industry deontology within the scope of the standards that should
be subject to an institution’s or entity’s internal control.

II.

Table concerning the consumer complaints handling scheme and the volumes of complaints

NB:
The complaints indicated in the tables should be those received by the institution during the year under consideration.
The volumes indicated should include complaints concerning products distributed by a partner intermediary in banking
operations or payment services.
When a complaint concerns several products or services or covers more than one subject area, each product, service or subject
area should be booked in its corresponding table.
In respect of legal actions launched by complainants during the year under consideration, it is understood that the
corresponding complaints may have been received and handled by the institution in previous years.

The Prudential Supervisory Authority (ACP) defines a complaint as “a statement of dissatisfaction
expressed by a consumer with regard to a professional” in accordance with the European
Commissions’ recommendation 5.Within each category of product or each subject area mentioned,
complaints should correspond to the following items:
1- Product and service categories
Deposit accounts and payment services means of payment (bank cards, bank cheques, cheques
issued, cheque orders, deposits, fraud, theft, loss, cross-border operations, foreign exchange
operations, direct debits, interbank payment orders, remote settlements, transfers, remittance of
cheques – unbanked cheques… –, cash withdrawals, money changing), overdrafts, (terms,
termination, interruption, subscription…), flat rate services (terms, termination, subscription..),
account incidents (bank account seizures…, refusal to acknowledge an incident, information letters,
5

Recommendation n° 2010/304/UE of 12 May 2010 on the use of a harmonised methodology for classifying and reporting consumer complaints
and enquiries.
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cheque-writing ban, notification to one of France’s bank account incident databases, misuse of bank
card, litigation, settlement of dishonoured cheques, rejected payment instrument, overindebtedness...), cheque stopping, account life (transaction statements, account closure, fraud,
management, modifications, account opening, right of access to banking services, refusal to open an
account, power of attorney, statements - non-reception, delays… -, account transfer, bank
mobility…), safe-box rental…
Internet banking: SMS / email alerts (reception, subscription, cancellation), Internet site
(registration, access problems, password, the initiation or execution of a transfer or a stock market
order), fraud, voice server (registration, access problems, passwords, initiation or execution of a
transfer, of a stock market order, etc.)…
Self-service banking: deposit in an ATM, fraud, undelivered notes, card withheld or refused, ATM
out of service…
Savings products (regulated savings / other savings products, financial instruments, including
UCITS): “A” passbook savings account, sustainable development account, people’s passbook
savings account, young person’s passbook savings account, deposit account, fixed-term deposits,
housing savings plan, housing savings account, people’s savings plans (closure, management,
interest payments, charges, tax obligations, modifications, account opening, power of attorney,
account statements - non-receipt, timeframes… -, fraud, account transfer, bank mobility…),
securities account, Equity savings plan (closure, account conditions, custody fees, tax, single tax
form (IFU), fraud, stock market orders - buy, sell -, account opening, account transfer…),
management mandate, UCITS, other investments (unlisted shares and other equity…)
Mortgage loans: loan insurance, fraud, terms (contesting interest payable, rate, etc.), guarantees,
repayment incidents, mortgage origination, release of funds, refusals, early repayments, remortgages, loan transfers…
Consumer credit (personal loans, specific-use loans, revolving credit): credit insurance, fraud,
terms (contesting interest payable, rate, etc.), guarantees, repayment incidents, mortgage origination,
release of funds, refusals, early repayments, renegotiations of loan terms, loan transfer…
Business loans: credit insurance, fraud, terms (contesting interest payable, rate, etc.), guarantees,
repayment incidents, mortgage origination, release of funds, refusals, early repayments,
renegotiations of loan terms, loan transfer…
Other credits: loan insurance, fraud, terms (contesting interest payable, rate, etc.), guarantees,
repayment incident, mortgage origination, release of funds, refusal, early repayment, renegotiation of
loan terms, loan transfer…
Distribution of insurance products: life insurance (account closure, tax regime, withdrawals,
subscriptions, inheritance, policy transfer, deposits, redemptions…); travel insurance, legal
protection, provident insurance, health insurance, automobile/motorcycle insurance, residential
insurance, school insurance (compensation for loss, services, healthcare reimbursements,
subscription, termination, etc.)

2- Subject area of the complaint
Quality of the offer: product performance, advertising, quality of contractual documentation, etc.
Quality of customer service: sales techniques (direct marketing, distance marketing…), aggressive
sales, exploitation of vulnerabilities, quality of client relations, hosting (confidentiality, discretion,
access, etc.), client contacts, direct marketing, late decisions, termination of relations, client request
refusals, etc.
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Information / Advice: inadequate advice or information…
Bank mobility or request for account transfer: non-respect of the regulations, inadequate or
defective execution, execution timeframes…
Account closure: inadequate or defective execution of account closure or of related operations,
account closure timeframes...
Malfunction, fraud, loss or theft on payment instruments: bank cards, cheques, transfers, direct
debits, interbank payment orders, remote settlements, stopping cheques, malfunction of ATMs, cash
withdrawals, deposits, international operations, forex, etc.
Bank charges: applications, errors, disputed terms, bank charges, costs, value dates, bank
intervention charges, calculation of annual percentage rate of charge (APRC), requests for
reimbursement or compensation, information, custody fees, etc.
Disputes related to savings tax regimes: Single tax forms, disputes of the taxes charged…
Origination / Release of funds / Refusal to grant a loan: non-respect of the loan offer timeframe
or of the cooling-off period, fraud, identity theft, etc.
Account incidents: Dispute of the incident, information letters, notification to one of France’s bank
account incident databases, cheque-writing ban, misuse of bank card, seizure of bank accounts,
litigation, settlement of dishonoured cheques, rejected payment instrument (cheques, direct debits,
Interbank payment orders), etc.
Right of access to an account and basic banking services refusals, procedures, etc.
Interruption of credit or of overdraft facility: complaint, information, termination of banking
services, etc.
Operation execution timeframes: late payment, late crediting of deposited cheque, late handling of
a stock market order…
Operation disputed by client for absence of authorisation: payment operations using any
instrument or form, or stock market order executed without client order
Inadequate or defective execution of an operation: executed under the wrong conditions, non
respect of commitments, etc.
Over-indebtedness, request for debt rescheduling: refusal, dispute, legal action, National Register
of Household Credit Repayment Incidents, litigation, etc.
Other
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Annex 1

Method for calculating the effect of a uniform 200 basis point shock
on activities other than trading
Institutions subject to supervision should calculate the effect on current net banking income of a
uniform 200 basis point shock over one year – and, where appropriate, the effect on capital of
uniform 200 basis point shock upwards or downwards – and include the results of those calculations
in their Internal Control Reports. These results should be based on a calculation methodology
adapted to each institution. This annex describes the principal steps that an institution may need to
include in its methodology.
Calculating the effect on capital of a uniform 200 basis point shock upwards or downwards
1st step: assign all balance sheet and off-balance sheet lines to maturity bands and calculate a net position, in
euro for each maturity band. Use residual maturities.
These calculations may use the following techniques:
–

Inclusion of fixed assets and own funds;

–

Balance sheet and off-balance sheet items may be recognised at book value. The treatment of offbalance sheet items may be limited to financing commitments recognised at their nominal value;

–

Balance sheet and off-balance sheet items may be treated without taking into account new production
data. Early repayments may be taken into consideration, based on the institution’s own historical data;

–

Fixed-rate instruments may be treated according to their residual maturity, and variable-rate instruments
on the basis of the residual maturity to the next fixing date;

–

Operations consisting of a large number of small-size transactions may be estimated statistically;

–

Derivatives maturities may be calculated on the basis of the maturity of the underlying instruments, and
options should be treated as their delta equivalents;

–

Futures and forwards, including forward rate agreements, should be treated as a combination of a short
position and a long position. The maturity of a future or a forward rate agreement should be defined as
the period until the exercise of the contract, plus the maturity of the underlying instrument, if applicable;

–

Swaps should be treated as two notional positions with distinct maturities. For example, a swap in
which the bank receives variable and pays fixed may be treated as a long position with a maturity equal
to the time until the next pricing, and a short position with a maturity equal to the duration of the swap;

–

Institutions should assume linear runoff over 10 years for checking accounts, ordinary savings accounts,
Young person’s passbooks savings accounts, people’s passbook savings accounts, housing savings
accounts, industrial development savings accounts, and other savings accounts; and linear runoff over 8
years for PEL home savings accounts (alternatively, the runoff of PEL can be assumed to be non-linear,
according to the generation of contracts).

2nd step: assign each net position a weight reflecting its sensitivity to a given change in interest rate. The
following table provides an illustrative example. The weights are based on the assumption of an upward or
downward movement of 200 basis points, and the modified duration is approximated from the midpoint of
each maturity band using a discount rate of 5%. There are eight maturity bands.
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Weighting factors by maturity band of an upward and downward interest rate shock
Midpoint of the
maturity band

Proxy of the
modified duration

Rate change

Weighting factor

1.5 months

0.12

+ or - 2%

+ or - 0.24%

4.5 months

0.36

+ or - 2%

+ or - 0.72%

9 months

0.71

+ or - 2%

+ or - 1.43%

2 years

1.83

+ or - 2%

+ or - 3.66%

3 to 5 years

4 years

3.55

+ or - 2%

+ or - 7.09%

5 to 10 years

7.5 years

6.09

+ or - 2%

+ or - 12.17%

10 to 15 years

12.5 years

8.92

+ or - 2%

+ or - 17.84%

Over 15 years

17.5 years

11.21

+ or - 2%

+ or - 22.43%

Maturity band
Less
than
months

3

3 to 6 months
6 months to one
year
1 to 3 years

3rd step: the weighted positions are summed to produce a net short or long position for the banking book
(defined as including all activities other than trading) in a given currency. Each currency representing more
than 5% of the banking book can be reported separately.
4th step: calculate the weighted position for the entire banking book by summing the net position in the
different currencies;
5th step: compare the weighted position for the entire banking book with the amount of own funds (Tier 1
and Tier 2).
Calculating the effect on current net banking income of a uniform 200 basis point shock over one
year
1st step: assign all balance sheet and off-balance sheet lines that are exposed to interest rate risk to maturity
bands (less than 3 months, 3 to 6 months, 6 months to 1 year) in euro up to 1 year.
2nd step: calculate the gap between assets and liabilities for each maturity band.
3rd step: sum the resulting gaps and multiply by 2%.
4th step: compare the value obtained with net banking income for the year
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Annex 2

Information expected in the annex on the organisation of the internal
control system and accounting arrangements
1. Overview of internal control systems 6
1.1.

General internal control system:

–

attach an organisation chart showing the units devoted to permanent control(s) (including compliance
control) and periodic control, and showing the hierarchical position of their heads;

–

coordination between the various persons involved in internal control;

–

a description of the control of outsourced activities (as defined in Article 4(q) and (r) of Regulation 9702) and the circumstances in which the institution uses outsourcing: country, authorisation and
prudential supervision of external service providers, drawing up of a contract (including a description of
the principal provisions), etc.;

–

steps taken in the case of an establishment in a country where local regulations prevent the application
of the rules stipulated in Regulation 97-02;

–

steps taken in the case of a transfer of data to entities (such as to service providers) operating in a
country that does not provide adequate data protection;

–

the procedures for monitoring and controlling transactions conducted under the freedom to provide
services.

1.2. Permanent control system (including compliance control):
–

a description of the organisation of the different levels that participate in permanent control and
compliance control;

–

scope of authority of permanent control and compliance control, including foreign activity (activities,
processes and entities);

–

number of staff assigned to permanent control and compliance control (Article 6(a), first indent of
Regulation 97-02) (full-time equivalent staff relative to total staffing of the institution);

–

description, formalisation and date(s) of updates to permanent control procedures, including those that
apply to foreign business and outsourcing (including inspections of compliance);

–

the procedures for reporting to the head of permanent control and the executive body on the activities
and results of compliance control.

1.3. The system for combating money laundering and terrorist financing (AML/CFT):
–

a description of the AML/CFT system: staffing levels, training conducted, and procedures for keeping
concerned personnel informed;

–

a description of monitoring and analysis systems for detecting anomalous transactions;

–

a description of monitoring and analysis systems for identifying persons and entities whose assets have
been frozen;

–

the procedures for control of due diligence at foreign subsidiaries and branches;

6

Institutions may tailor this section according to their size and organisation, the nature and volume of their activities and establishments, and the
types of risk to which they are exposed (in particular, when the functions of permanent and periodic control are conferred on the same person, or
on the executive body).
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–

conditions for using third parties to identify customers – Articles L. 561-7 and R. 561-13-I of the
Monetary and Financial Code: a description of the circumstances in which third parties are used, a
description of the procedures adhered to when using third parties and the procedures for control of due
diligence conducted by third parties, specifying the country where the third party is located and
describing the main provisions of the contract, if applicable;

–

conditions for using service providers to identify customers – Article R. 561-13-II of the Monetary and
Financial Code: a description of the circumstances in which service providers are used, a description of
the procedures and the control system for due diligence conducted by the service providers, specifying
the country where the service provider is located and describing the main provisions of the contract, if
applicable;

–

conditions for using the services of agents – Article L. 523-1 of the Monetary and Financial Code: a
description of the procedures and the control system for due diligence conducted by agents and a
description of the main provisions of the mandate pertaining to the AML/CFT system.

1.4. Risk management division
–

a description of the organisation of the risk management division (scope of authority, staffing levels in
the units responsible for risk measurement, monitoring and control, and the technical resources at their
disposal);

–

for groups, organisation of the risk management division;

–

a description of the procedures and systems for monitoring risks arising from new products, from
significant changes in existing products, from internal and external growth, and from unusual
transactions (Article 32-1 of Regulation 97-02);

–

summary of the analysis conducted on these new products and transactions.

1.5. Periodic control system:
–

a description of the organisation of the different levels that participate in periodic control, including
foreign business and outsourcing (activities, processes and entities);

–

number of staff assigned to periodic control (Article 6(b) of Regulation 97-02) (full-time equivalent
staff relative to total staffing of the institution);

–

description, formalisation and date(s) of updates to periodic control procedures, including those that
apply to foreign business and outsourcing (including inspections of compliance), highlighting
significant changes during the year.

2. Overview of accounting arrangements
–

description, formalisation and date(s) of updates to control procedures relating to audit trails for
information contained in accounting documents, information in statements prepared for the Prudential
Supervisory Authority (ACP) and information needed to calculate management ratios;

–

organisation adopted to ensure the quality and reliability of the audit trail;

–

the procedures for segregating and monitoring assets held for third parties (Article 16 of Regulation 9702);

–

the procedures for monitoring and addressing discrepancies between the accounting information system
and the management information system.
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